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� ��� � �   & Learn 
Internet: Introduction 

 
Objectives 

• Explore the basics: What is the Internet? 
• Explore the definition and structure of a website. 
• Learn the various components of a Web Browser. 
• Internet Explorer 7 
 

What is the Internet? 

The first step in learning about the Internet is to understand a computer network.  A 
network is when two or more computers are connected together and are able to share 
information with one another.   

 

The Internet is simply a large, world-wide network of computers – or more accurately, it is 
a global network consisting of millions of smaller business, government, academic, and 
private networks.  The Internet exists in no one place and belongs to no single nation, 
business, or entity.  It is comprised of every single computer connected to it, from the 
average user’s home computer to the massive computer networks that power modern 
business. 
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Is the World Wide Web the same as the Internet? 

The World Wide Web is not the same as the Internet but merely a single part of it.  It is the 
part which allows users to access websites and view web pages.  It is often abbreviated 
as “the Web” or simply www.  The Internet also includes such aspects as electronic mail 
(email), instant messaging and chat rooms, FTP (file transfer protocol), and many other 
aspects and applications. 
 

The Anatomy of a Website 

A website is a collection of web pages existing on the World Wide Web within the same 
domain that are linked together and collectively pertain or contribute to an overlying theme 
or purpose.  A web page is simply a computer document on the World Wide Web that 
shows a set of information as a single, continuous page.   

 
Every web page has a web address, also called a URL (Universal Resource Locator). 
For example, the address of the library’s web page is: http://www.hcplc.org.   
 
Components of a Web Address: 

A web address is broken up into several pieces that collectively come together to form the 
address. 

 

 

 

http:// The letters “http” stand for hypertext transfer protocol.  They refer to a set of 
rules that your computer and the website’s computer must obey in order to 
successfully communicate with one another. 
www.  The letters “www” stand for World Wide Web.  This references the part of the 
Internet that the address lives. 
hcplc.org This is the part of the web address that is unique to the website that the 
address belongs.  It is officially known as the web site’s “domain.”  The domain 
consists of two parts.  The “hcplc” part of the domain is chosen by the website’s 
owners.  It usually reflects the content or the owner of the website.  Here, this part of 
the domain stands for “Hillsborough County Public Library Cooperative”, the entity that 
owns the site.  
 
The “org” suffix of the domain references what type of entity owns the website.   

 
      There are many different domain suffixes commonly used in web addresses: 

.com A commercial entity.  This is the most commonly used suffix and is  
         often used for websites of non-commercial entities as well         
.net This is commonly used in place of the .com suffix when the domain with  
         the .com suffix is unavailable or owned by someone else 
.org A non-profit organization 
.gov A government website 
.edu An educational institution 
.mil A military website 

There are many more suffixes you may encounter on the web that are less 
common than the ones listed here. 
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A Look at Web Browsers 

What is a Web Browser? 

A Web Browser is a computer program that allows users to find, view, and interact 
with web pages on the World Wide Web. 

There are many different Web Browsers available for free.  Internet Explorer is by far 
the most commonly used Web Browser. 

Internet Explorer- Internet Explorer is Microsoft’s web browser program.  It 
commands roughly 78% of the market share for web browser software as of May 
2007.  It comes free with Windows XP and Windows Vista.  It can be downloaded 
and upgraded for free at http://www.microsoft.com.  It is in its 7th version. 

Firefox- Firefox is a Web Browser produced by Mozilla Corporation.  It is a free 
Web Browser application.  It commands roughly 14.5% of the Web Browser 
market share as of May 2007.  It can be downloaded for free at 
http://www.mozilla.org.  It is in its 2nd version. 

Safari- Safari is the Web Browser built by Apple and is included with all Macintosh 
computers.  It can also be downloaded for Windows XP and Vista machines at 
http://www.apple.com/downloads/.  It is in its 3rd version. 

There are many other Web Browsers available, but these three are the most 
widely used. 

 

Internet Explorer 7 

Due to its overwhelming market share, this tutorial will focus exclusively on Internet 
Explorer 7.  Internet Explorer 7 is used on all Library PCs. 

The Internet Explorer Web Browser 
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Basic Components of Internet Explorer 7 

Back and Forward Buttons: 

 

The Back and Forward buttons allow you to navigate back and forth 
through web pages that you have viewed during your current use of the 
Web Browser. 

Address Bar: 

 

The Address Bar is where you type the address of the website you wish to 
visit. 

Go, Refresh, and Stop: 

 

Go- Click the single green arrow to send the Web Brower to the 
address that you have entered into the Address Bar. 

Refresh- Click the circling green arrows to “refresh” your page.  
Refreshing causes the Web Browser to download a fresh version of the 
website for viewing.  This is especially useful when viewing a website, 
such as a news website, that updates frequently everyday. 

Stop- Sometimes a webpage will freeze or become unresponsive when 
your Web Browser is attempting to load it.  Clicking the red “X” button 
will tell your Web Browser to cancel loading the web page. 

Search Bar: 

 

Often you will wish to visit a website but do not know its address.  In these 
cases you can type a brief description of what you are looking for into the 
Search Bar and then press the “Enter” key on your keyboard.  Your Web 
Browser will execute a search for the website you wish to visit and bring up 
several options to choose from. 

 

Menu Bar: 

 

Internet Explorer contains many functions and commands.  It hides most of 
them under specific menus listed on the Menu Bar.  This helps to keep 
your screen from becoming too cluttered with extra buttons.  If your Menu 
Bar is not present, you may find it by right-clicking of the Tool Bar and 
selecting “Menu Bar” from the list of options. 
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Tool Bar: 

 

Internet Explorer keeps its most commonly used functions on the Tool Bar 
so that they are a mere click of a button away. 

 

Favorites: 

 

Internet Explorer allows you to “Bookmark” websites that you have visited 
so that you may easily return to them at a later time.  To Bookmark a 
webpage, click the small golden star with the green plus sign.  To access 
websites that you have already bookmarked, click the larger golden star. 

Tabs: 

 

Tabs allow you to have more than one website open in Internet Explorer at 
one time.  To open a second website, you must create a new tab.  You can 
do so by clicking the small blank tab to the right of your current tab. 
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Internet: Searching Techniques 
 
Objectives 
 

• Helpful searching techniques 
• Using search engines to find information 
• Evaluating website content 

 

The Internet has forever changed how we find information.  Whether you want to do 
research for a school paper, for an upcoming trip, or for your family history, there is now 
so much information available and so many ways to find it.  In this lesson we will introduce 
some useful search engines and learn some searching techniques that can assist you in 
all the various searching pursuits you can do on the Internet.    

 
Using Search Engines to Find Information 

Very often you may not know the URL of a site you want, or you’ ll want to just look around and to 
see what sites are out there on the Internet. To search for sites when you don©t have an exact web 
address, you need to use a search engine.  

A search engine is a tool which enables you to search the Internet for information.  A query is 
made of keywords that you supply to the search engine in order to direct the search engine toward 
the type of information you want.  The search engine conducts the search by looking for the 
specified keywords or phrases in documents—that is, web pages—and returns links to sites where 
the keywords were found. 

When use a search engine, you will notice that there are often over a million results.  Usually the 
ones found on the first will be adequate, but there may be important information listed in one of the 
many page listings returned.  When you have many listings, you can just scroll down to the bottom 
of the page and click next to see the next page’s results.   

Still, millions of results can be daunting, so it may be better to refine your search, which we will 
discuss further in the lesson.   
 
Which search engine should you use? 
No two search engines have exactly the same content nor do they search or return results exactly 
the same way.  It is therefore a good idea to periodically use different search engines and compare 
results. 
 
There are many search engines on the Internet. For your convenience, the Hillsborough County 
Library has listed some of these on its web site. An easy way to access search engines without 
having to remember web addresses is through the HCPLC library web site at www.hcplc.org. 
 

Return to www.hcplc.org and click “ Databases and Websites.”  
Find Search the Web in the list of categories and click on it. 

Scroll down to the Websites area to find several links to search engines. 
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Some Search engines 
Try some of these search engines and look up information about a topic that interests you and that 
you know something about. Compare the results of your search with what you expected to find 
before doing the search. By comparing how each search engine returns the information you 
requested, you will have a better idea of which search engine meets your needs. 
 
Google  

           This is currently the search engine to beat: bigger, deeper, faster, more relevant and richer in 
features than all the other search engines.  Google is currently the most popular search 
engine on the web.  Features such as cached links, spell check and the recently released 
Google Toolbar keep Google in the top of the search rankings.  Some popular features of 
Google are its Image Search, its mapping capability, and iGoogle (a customizing option).   
Another Google product is Google earth, a virtual globe program which uses satellite 
imagery, aerial photography, and a geographical information system. 

Yahoo!  

Yahoo! was the first Web directory; it later used Google’s web crawling abilities to 
return results and has since broken away from Google to stand on its own.  The 
directory and search are now both available at Yahoo.  Yahoo has gone on to 
acquire several other engines including AltaVista and AllTheWeb.  Yahoo is 
Google’s closest rival. 

MSN 

MSN (an abbreviation of Microsoft Network) is a collection of Internet services 
provided by Microsoft. It was initially released in 1995 to coincide with the release 
of Microsoft Windows 95. The range of services provided has changed significantly 
since its release. The email service Hotmail was amongst the first introduced, 
followed by the instant messenger service MSN Messenger, which has been 
replaced by Windows Live Messenger. 

Ask 
Created as the “natural language”  search engine, a simple question took the place of 
keywords.  Popularity has waned somewhat, but still a viable option for information 
searches and recently it has gone through a major renovation so it now offers some exciting 
options with it search results that can give Google a run for its money.   

AltaVista  

For a couple of years, it was the biggest and fastest of the crawlers, a title it has 
given up to Google. It transformed itself as a portal, and search capabilities 
suffered until the purchase by Yahoo.  Still active, but no longer a top contender. 
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Helpful Searching Techniques 

General keyword searching is usually sufficient for most people but you can get more 
useful results by combining your search term with “and, ““or,” and “not” (based on a 
method called Boolean searching).   

Also, if you are using a specific term or phrase, and want to get information back about 
only that term, you can place it in quotations to get an “exact phrase” search.  You can 
also do wild card searching, which is when you want to learn about any aspect of a topic.  
Here you use a * (asterisk) at the end of the root of a word to come up with results relating 
to all aspects of the word, such as  librar*  to search for any and everything to do with 
libraries, librarians, etc.    

Below is a chart that contains search techniques to help you refine your search.   
 
 

vacation Hawaii the words vacation and Hawaii 

Maui OR Hawaii either the word Maui or the word Hawaii 

" To each his own"  the exact phrase to each his own 

virus –computer the word virus but NOT the word computer  

Star Wars Episode +I This movie title, including the roman numeral I 

~auto loan loan info for both the word auto and its synonyms: truck, car , etc. 

define: computer definitions of the word computer  from around the Web. 

red *  blue the words red and blue separated by one or more words. 

Search button Takes you directly to first web page returned for your query. 

 
Evaluating Website Content 
 
 
The Internet is a wonderful source of information but it operates without requirements of 
authenticity, expertise or professionalism.  Anyone can be an expert.  Users must therefore learn to 
be skeptical and ask questions to help verify reliability of the information. 

• Who is the author of the information? 

• Why is the person or organization presenting the information? 

• What is the domain for the web site? (.com, .edu, .org, .gov, etc.) 
com A commercial entity.  This is the most commonly used suffix and is  
         often used for websites of non-commercial entities as well         
.net This is commonly used in place of the .com suffix when the domain with  
         the .com suffix is unavailable or owned by someone else 
.org A non-profit organization 
.gov A government website 
.edu An educational institution 
.mil A military website 

• Is there a way for you to contact the author or institution? 

• Does the web site provide accurate information with limited advertising? 

• Is the information on the web site presented in an objective manner? 
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• Is the web site updated regularly?  Is the date of the last update listed on the page? 

 
Try some practice searching using the same words with different search engines.  Or try 
working with just one search engine using different word combinations/search terms.  You 
will be surprised how different your results may be.   
 
So start investigating, but most importantly have fun—you will be amazed at how easy it is 
to use search engines and search techniques to help you do research and find 
information.  
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Internet: Safe Browsing�

 

Objectives 

• Learn to spot and avoid less-than-reputable websites.�
• Learn to identify and avoid “phishing” websites and scams.�
• Frontline defense measures to defend your computer against malicious websites.�
• Other potential pitfalls of the Internet.�

����

Less Reputable Websites 

Online casinos- Online casinos exist solely as a mechanism for relieving individuals 
of their money.  Many are scams intended to convince you to give out personal 
financial information.  Many prey upon gambling addiction.  Remember, in the end the 
house always wins.  The websites themselves are often loaded with spyware or 
require the download of a spyware-infested client program to operate.����

Adult websites- Adult websites are the most commonly visited type of website on the 
Internet.  They are also the most common source of spyware infestation.  Adult 
websites are commonly encoded to hijack web browsers and redirect them through 
endless loops of explicit content and forced downloads.  Many of these forced 
downloads are programs known as autodialers.  Autodialers can hijack your modem 
and cause them to dial pay-by-the-minute 900 numbers.����

Online dating sites- Online dating websites are often fronts for adult websites 
featuring explicit content.  They present the exact same issues adult websites and, as 
an added bonus, they are often a haven for online predators.����

Signs indicating that a website may be one to avoid- Look at the presentation of 
the website.  Is it professional in appearance?  Are there typos and misspellings?  Are 
there excessive pop-ups or advertisements?  Are these advertisements for adult 
content, online dating, online casinos, online pharmacies, etc.?����

 

Phishing Websites and Email Scams 

What is “ phishing?” - Phishing is the act of fraudulently misrepresenting yourself on 
the Internet in order to obtain private information about other individuals.  A phisher 
will create false emails or websites claming to represent an actual institution such as a 
bank or Internet service provider in order to fool individuals into entering their personal 
information such as passwords or account numbers. 

Warning signs of a phishing site- The website’s URL (address) does not adhere to 
the format of www.companyname.com is a key indicator of a phishing site.  Other 
indicators are glaring grammatical or spelling errors and images that display 
incorrectly. 

Warning signs of a phishing email- There are many phishing scams conducted via 
email.  Are you asked to claim a foreign inheritance illegally?  Are you asked to 
provide banking or other personal information?  Does the email claim to be from your 
bank or other financial institution and wish you to log in to “verify your account 
information?”  If so, you are being phished.   

What to do if you have been phished- If your banking or any other personal 
information has been compromised by a successful phishing attempt, don’t panic.  
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Contact your bank, credit card company, online provider, or whoever may be 
responsible for the information that was compromised and inform them immediately of 
what has occurred.  Your account information can be changed and whatever fraud 
department the company might have can alert the proper authorities.   

 

Defensive Measures  

Web browsers and security settings- The current versions of both Internet Explorer 
and Mozilla Firefox have added protections versus spyware and phishing attempts.  It 
is suggested that you upgrade to one of these new versions if you have not already 
done so.  You can further enhance your security by modifying the security settings for 
your browser.  For Internet Explorer, these may be accessed under the Tools menu by 
selecting “Internet Options” and clicking on the “Security” tab.  

Firewall- Windows XP and Windows Vista come with a program known as a firewall 
installed on them.  A firewall helps block unwanted communication between your 
computer and another.  Always make sure your firewall is turned on.  Don’t worry; 
Windows will warn you if it is not.  If you have an older version of Windows it is 
recommended that you either upgrade your version of Windows or purchase a 
separate Firewall program from a computer retailer. 

Anti-virus/anti-spyware software- If your computer connects to the Internet then it 
must have protection against viruses and spyware.  Common Anti-Virus programs are 
McAfee and Norton.  Common anti-spyware programs are Ad-Aware and Spybot: 
Search and Destroy.  The anti-virus programs will require purchasing; however the 
anti-spyware programs can be downloaded for free: 

Ad-Aware- Download a free version at http://www.lavasoftusa.com 

Spybot: Search and Destroy- Download for free at  

http://www.safer-networking.org/ 

 

Other Potential Pitfalls of the Internet 

Browser add-ons, smileys, and custom cursors- Web browser add-ons are 
programs you can download to add functionality to your web browser.  These include 
search tools and link bars.  These types of programs are notorious for containing 
spyware and browser hijackers and they can really slow your computer’s performance 
down.  Smileys and custom cursors are fun, frivolous programs that many people 
download to liven up their computer and their emails.  These programs are also 
notorious for being loaded with spyware. 

Internet connection optimizers/download accelerators- Many programs may claim 
to increase your Internet connection speed.  Most of these contain some sort of 
spyware component and do not, in fact, increase your Internet speed. 

Joining mailing lists- Joining mailing lists on websites is an excellent way to get your 
email address into the hands of spammers. 
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� ��� � �   & Learn�
Internet: Malicious PC Software����

 

Objectives 

• Types of malicious software and how they damage or disrupt your computer. 
• Learn how malicious software gets onto your PC. 
• Learn how to defend your computer against malicious software. 

 
Types of Malicious Software 

Spyware- Spyware is any software installed onto your PC, with or without your 
expressed consent, which collects information about you and your Internet usage.  It 
can track which websites you frequent and where you do business on the Internet and 
transmit that data to advertisers.  More insidious spyware can even illegally record 
such information as log-in names, passwords, bank account numbers, credit card 
numbers, chat text, etc.  This form of spyware is known as a key logger. 

Adware- Adware is a form of spyware on your computer that hits you with targeted 
advertising based upon the data collected by the spyware agents installed on your 
computer.  This most often takes the form of incessant pop-up advertisement.  Many 
of these pop-ups may contain explicit or pornographic materials. 

Browser Hijackers- A browser hijacker steals control of your web browser away from 
you and often re-directs it to an advertiser’s website.  Hijackers can also replace 
certain advertisements in websites with targeted advertisement from other advertisers 
who have paid a fee to the spyware’s manufacturer.  Often browser hijackers redirect 
your web browser to explicit or pornographic material or to fraudulent websites 
designed to scam you out of your money or personal information.  Some hijackers 
even direct your browser to download more spyware. 

Viruses- A virus is a piece of self replicating computer code.  It “infects” healthy 
computer files by copying itself into the file much the way a biological virus infects a 
healthy cell in your body with viral DNA.  The virus code then replicates itself again to 
other computer files.  A computer virus can mutate itself, much in the way a biological 
virus can mutate.  This can make it difficult for the virus to be detected and 
vanquished. 

Worms- A worm is a self replicating computer program.  It is able to send itself out 
over network connections and the Internet to infect other computers.  It does not need 
an existing program to infect in order to replicate itself. 

Trojan Horses- A Trojan horse is a seemingly benign or beneficial program that 
secretly contains a malicious software program- often spyware or a virus.  The Trojan 
horse is downloaded or otherwise installed on the computer by the user and once the 
program is run, it installs its ‘payload’ software. 

Bots- The term ‘bot’ is an abbreviated form of the term ‘Internet robot’.  A bot is a 
program that automates a simple and often repetitive task over the Internet.  Bots 
have many legitimate and useful functions; however they can also be used for 
malicious purposes.  One of the most malicious uses of a bot program is the denial of 
service attack.  A bot programmer uses a Trojan horse or browser hijacker to install a 
bot program onto numerous PCs over the internet.  These computers are now referred 
to as ‘zombies’.  Collectively they now form what is known as a ‘botnet’.  The bot 
program’s creator can now use the countless of infected zombie computers to 
orchestrate an attack on another computer network, usually for the purposes of 
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extortion.  The hundred, if not thousands, of computers in the botnet will, unbeknownst 
to their owners, begin simultaneously hitting the target network with useless 
information hits.  The effect is similar to a clogged roadway during rush hour.  Too 
much traffic tries to access the network at once and the network comes screeching to 
a halt. 
 

 
 

 
 

 

Contracting Malicious Software on Your PC 

Downloading an infected email attachment.  Viruses love to transmit themselves 
via email.  A common tactic is for the virus to infect a computer and then email a copy 
of itself to everyone listed in the computer’s email address book- from the computer 
owner’s email address.  Unsuspecting victims think they are opening an email from a 
friend, family member, or business contact and get sucker-punched with a virus.  
Some viruses also use botnets to email copies of themselves. 

Visiting a fraudulent website.  Many less-than-reputable websites can contain 
hidden coding to hijack your web browser and force it to download spyware and 
adware to your computer.  The most common offenders are online casinos and 
hardcore pornography websites.  Other offenders are bogus websites masquerading 
as legitimate sites.  A common tactic is for the person distributing the spyware to 
register a website address that is similar to a legitimate address.  The hope is that 
people will misspell the web address and find the fraudulent one instead and not 
realize it.  This is extremely common. 

Downloading an infected application from a website or peer-to-peer (P2P) 
network.  Peer-to-peer software allows users to search for images, music, video, and 
other computer files located directly on other users computers.  P2P users will then 

1. The Attacker  uses a 
public computer  to 
connect with a zombie 
PC on his botnet. 

2. Attacker  hijacks zombie 
and uses it to orchestrate 
the attack 

3. Zombie PCs attack the 
target network by 
over loading it with data 
traffic. 

A Denial-of -
Service Attack 
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download files directly from each other instead of downloading from legitimate 
websites.  Software and music piracy is often perpetrated in this manner.  Catching a 
virus in this manner is extremely easy since you have no way to verify the legitimacy 
of the content you are downloading or if the person you are downloading from has 
taken adequate safety precautions. 

Inserting an infected disk or flash drive into your computer.  Often virus can be 
transmitted from computer to computer by transferring infected files with a disk or flash 
drive.  This happens often when users generally access more than one computer on a 
regular basis.  This is often how business systems become infected.  Users 
inadvertently bring the virus from home. 

 
Defending Your PC against Malicious Software 

Detection and Removal of Spyware, Adware, Hijackers, and Bots 
It is recommended that you have at least two separate anti-spyware applications 
installed on your computer at once and that you run both of them at least once per 
week. 

o Ad-Aware- Ad-Aware is a software application available in free and 
premium versions that can search your computer for spyware, adware, 
and bots and remove them.  You can download the free version at 
http://www.lavasoftusa.com. 

o Spybot: Search & Destroy- Spybot is another free application that 
searches your computer for spyware, adware, and boots and can 
remove them.  It also has an immunization function that will block 
certain malicious programs from being installed on your system to 
begin with.  It can be downloaded for free at 

     http://www.safer-networking.org/.  

o Other viable solutions- Many other applications exist to aid in the 
prevention and removal of Spyware.  For additional recommendations it 
is suggested that you consult a computer technician at your local 
computer retailer.  Do not consult the computer salesman as they are 
likely to simply suggest the most expensive brand. 

Detection and Removal of Viruses 
o McAfee- McAfee is one of the major antivirus software companies.  

They have several different products on the market that are useful for 
home use as well as business.  Their website is 
http://www.mcafee.com. 

o Symantec- Symantec is the publisher of Norton Antivirus, one of the 
two largest antivirus products available for home use.  Like McAfee 
they publish a wide variety of products for home and business use.  
Their website is http://www.symantec.com. 

o Other viable solutions- Just as with spyware, many other applications 
exist to aid in the prevention and removal of viruses.  For additional 
recommendations it is suggested that you consult a computer 
technician at your local computer retailer.  Again- do not consult the 
computer salesman as they are likely to simply suggest the most 
expensive brand. 

Firewalls 

A common Internet firewall is a computer program or device that filters Internet 
traffic coming to and from your computer.  It can block hazardous downloads 
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and stop bot programs.  Windows XP comes with a firewall program build in.  
McAfee and Symantec also include firewall programs as a part of their security 
packages. 
 

 
 
 

Top 10 Most Dangerous Things You Can Do 
To Compromise Your Computer’s Security 

Don’t do these things!!!! 

1. Use a password that is easy to guess.  It should not be your birthday, 
your pet’s name, or any other common name. 

2. Use a broadband (DSL, cable, FiOS, etc.) without a firewall. 

3. Disable a firewall. 

4. Send passwords or other sensitive information over unprotected email. 

5. Respond to “phishing” requests.  A phishing request is an email that 
claims to be from your bank, eBay, etc. asking for account information or 
other personal information.  Your bank does not need your password 
and account number, they already have them. 

6. Share your computer with houseguests. 

7. Install free software from sources you don’t know well. 

8. Open emails from strangers and download the attachment. 

9. Fail to update Windows. 

10. Click “Yes” on “Installing Internet Explorer (IE) plug-ins” pop-up windows 
you see while surfing the Internet. 

 
From: http://www.secure-computing.info 

 
 

 


